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Bo3amoxxHocTtn SolidIT

MeHepXMeHT:

PYKOBOACTBO KOMMAHWM NMEET YCMeLUHbII

MHOFONETHUM YynpaBieHYeCKUn OnbIT
B BeAyLMX POCCUNCKUX IT
N TENEeKOMMYHUKALMOHHbIX KOMMNAHUAX.

CoTpyAHMNKN: ([, W :e il !
KOMaHZa BbICOKOKBANNGULMPOBAHHbIX - |_|f,&T1DN x-f}'i.
3KCNepToB cepTudMLUMPOBaHa BeOYyLMMU - R e T STORAC
npowussoautenamm NO n obopyaoBaHuA ' e

(HP, Oracle, Cisco, IBM, Juniper, Huawei,

Microsoft, Redhat, Symantec, Altiris, Citrix).

6onee 200 cneLManncToB C NPUCYTCTBMEM P
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CepBuc:

LUMPOKIMI CMEKTP ycnyr B chepe nHopmauu-
OHHbIX TEXHONOMNIM OT NEePBUYHON KOHCYNbTa-
Lum 8o co3panusa IT-nHPpacTpyKTypbl Npea-
NPUATUA «NOA KNoY»,
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EXxenHeBHO pykoBoauTtenu npegnpuativ u IT-otaenos
CTANIKMBAIOTCA C Pa3/IMYHbIMU TPYLHOCTAMM:
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Ha cogepaHue NHPPACTPYKTYpPbI XpaHeHnem AaHHbIX
IT-nHpacTpyKTypbI NN ee KOMNOHEHTOB
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OTcyTCTBUE Pecypcos CoTpyaHMKy

R

OTcytcTBUNe
Heobxoanmon NHPPACTPYKTYpbI Ha NPOeKT MNMownck npodeccrnoHanbHbIX KOMMaHUn
coTpygHuKkos IT-otaena OT BHELUHUX aTakK

3KCnepTn3bl
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CHuXXeHwme 3aTpar CBOeBpeMeHHOCTb peLueHnin

Ha IT-nHpacTpyKTypy (BbIGOP ONTUMAab-

MrHoBeHHOe pearnpoBaHne COTPYLHNKOB

= How nnatdopmbl 1 MO (Murpauma Ha x86), SolidIT Ha BO3HUKLINE CNOXHOCTW.
JA KOHTPOJ1b MCMOSIb30BaHWA annapaTHOro
I | | obecneueHus (hardware), nuueH3umn Ha M10).
\/\/ AyTcopcunHr IT-uHdpacTpyKTypbI.
=
Ayant 6e30nacHOCTM, OTKa30yCTONYNBOCTH, l BO3MOXXHOCTb NpuBneKaTb
g il  CMCTEMbl pe3epPBHOro KONMPOBAHWUA, FOTOB- & pononHutensHble pecypcbl Ha MPOEKTbI.
= Ml HOCTb Nf1laHa aBapUNHOIO BOCCTAaHOBJ/IEHUS
h (DRP), nornpoBaHue genctsuim cneyranm-
ctoB SolidIT u gp.
X oT cywecTByowen IT-nHPpacTpyKTypbl = Mbl o6ecneuyriBaem 6€30MaCHOCTb AaHHbIX
= * (noBbiWeHMe NPON3BOANTENBHOCTU UHPa- KJIMEHTOB, B TOM umncie B obnake.
— CTPYKTYpPbI, BAPTYanu3aymnsa, NOSHbIA KOH-
o—é—o TPOJSb Haj pecypcamu n T.4.)
S =]
o —* IT-nHdpacTpyKTYypbI (BbIACHEHUE 1 YCTPaHe- = B NpefoCTaBAeHUM YCAyT,
@ HVe NPUYMH aBapun, NOBbILLIEHNE OTKA30Y- ]@Si NHAMBNAYANbHbIA NOAX0A
2)% CTOMUYMBOCTM 3a CYET KNactepmsauunm). K KaXXaoMy KITNEHTY.
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Wupokun cnekrtp IT-ycnyr
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[& Peanu3auma npoekToBs

Co3paHune 0TKa3oyCToNUnBOM
NHPPACTPYKTYPbl B COOTBETCTBUM
c TpeboBaHNAMMN K UHPOPMALINOH-
HbIM CMCTEMaM 3aKka3umKa

BupTtyanusauua cepsepHom
NHGPACTPYKTYpbI

BupTtyanusauma paboumnx mecr.
MNepexop ¢ 1K Ha TOHKNEe KNneHTHI

[MepeHoC MHPpPACTPYKTYpbI
B Obnako

Co3pgaHune YacTtHoro
O6naka (Private Cloud)
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[MoBbileHne HageXXHOCTH
N NPON3BOANTENbHOCTM

NHPPACTPYKTYpbI

BHeapeHwe yeHTpanm3oBaHHON
CMCTEMbl MOHUTOPWHTA.
[NocTpoeHne pecypCcHO CepBUCHON
mopenn — PCM

Co3faHune cucTeMbl pe3epBHOro
KOMMPOBAHUA AAHHbIX

Co3panue DRP nnaHa

BHeapeHue 6a3bl faHHbIX
ynpaBneHua KoHpurypawumm
(CMDB)
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ObecneueHune ceTeBom 6€30MacCHOCTH
(HacTporKa mexceTeBbIX 3KpaHoB — firewall).

OpraHusauma VPN kaHanos.
LLindpoBaHme AaHHbIX.
Co3fgaHune aHTUCNam-3aLnTbl.

Opranusauuma 3awnTbl MK, NOYTOBbIX CEpBEPOB
OT BMPYCOB.

Co3paHue 3awWwmThl OT NOTEPU AaHHbIX (AyO6nnpoBaHue,
pe3epBHOe KONNUpoBaHMe).

MpoBeneHme ayauta 6€30MacHOCTM Ha YyA3BUMOCTb
(BHelHee cKaHMpoBaHue, ckaHnpoBaHue LAN).

AHann3 KOMMNaHMM Ha yA3BUMOCTb OT BHELUHUX aTakK,
NPUHATAE Mep ANA YCTPAHEHNA YA3BUMOCTN.

[MONHBIN KOHTPOJb BbINOMIHAEMbIX AeNCTBUIA: paboTa
HaLKX CreunanncToB NOrnMpyeTca 1 BCe UX 4encTBua
Haxo4ATCA Nof CTPOXanLMM KOHTPOSIeM PyKOBOACTBA
KOMMaHWW.
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Mpeanaraem nonHblil NnepeyeHb
KOHCANTUHrOBbIX YCNYT:

Ayaut IT-nHPpacTpyKTypbI.

AHann3 HafeXHOCTU U [OCTYMHOCTM MHPPACTPYKTYPbI.
MpoBepkKa IT-6e3onacHoOCTL.

AHanm3 pncKoB CBA3aHHbIX ¢ paboTon IT-cncrtem.
OueHka 3¢ PpeKkTnBHOCTU IT-NpoLieccos.

AHann3 skoHoMnuyeckom 3GPeKTUBHOCTI BIIOKEHWI
B UHPPACTPYKTYpY.

Bo3amoxHoCcTn 1 BapuaHTbl ONTUMN3aLNN.

Pa3paboTtka SLA (cornaweHunii 06 yposHe ycnyru)/KPI
(kntoueBbIX NoKasaTtenn 3pGeKTUBHOCTN).

Pa3paboTka cnctembl MoTMBauum IT-nepcoHana.
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YcTpaHeHue aBapun PeMOHT no60ro KOMNoHeHTa MogepHusauua (anrpeng) Mwrpauua b
IT-nHPpacTpyKTypbl UK cuctemHoro N0 Ha HOBYIO BEPCUIO
MUrpauua Ha HoBoe 0bopy-
JloBaHMe
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PeweHure npobnem c MNoBbllLIEeHNEe HAEXXHOCTH, Mwurpauma B obnako Buptyanusauymsa OpraHu3aums nepeHoca
NPON3BOAUTENBHOCTBIO  BKJIOUYAA KnacTepur3aunio cepBepoB 060pynoBaHUA B HOBbIN
[T-nHPpacTpyKTypbI K uona

ee KOMIMOHEHTOB
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CepsepHoe obopyaoBaHue (HP, IBM, Oracle, Huawei, Cisco)

O6opynoBaHue cucteM xpaHeHua gaHHbix (CXO)(EMC, HDS,
HP, IBM, Oracle),

O6opynoBaHue cetn xpaHeHusa aaHHbIX (SAN) (Brocade, Cisco, HP)

CeteBoe obopygosaHue O (ueHTpa 06paboTkn gaHHbIX),
oduncHbix LAN (noKanbHbIX BbIYUCIUTENbHbBIX CETEN), MeXCe-
TeBble 3KpaHbl (Cisco, Juniper).

CeteBoe o6opynoBaHume WiFi

OC (Windows, Linux, Solaris n gp.)

Cnctembl BupTyanusaumm (VMware, Hyper-V, KVM)
CYb[ (Oracle, MSSQL, opensource)

Proxy-cepsepa (Squid, Bluecoat)

Cnctembl Veritas Cluster n Veritas Storage Foundation

Cnctembl pesepsHoro konuposaHusa (Netbackup, Networker,
DataProtector)

Mannosble cepBepa, MOYTOBbIE CEPBEPA, aHTUCNAM QUILTPbI
NHdpacTpykTypa AD, Microsoft DNS, Microsoft PKI
NHppacTpykTypa Citrix

NHpacTpykTypa IDM

NHdpacTpykTypa Symantec Endpoint Protection
NHdpacTpykTypa Symantec Managemet Platform (Altiris)
BeneHve ooroBopoB BeHAOPCKOM Tex.noaaepKKku
MoHuTopuHr o6opynoBaHus, IT-cepencos, SLA
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